


Thanks, Zihaad, it is an informative post about the scanning techniques and analysis result on the target website. Particularly identified the website services by Nmap and telnet commands.
Besides the scanning on the open port, Nmap could enable version detection during the scan with sV option (Nmap, N.D.). Version detection will try to elicit responses and gather information from the examined ports, just like one of the TCP/IP tools, telnet, does (Parziale et al, 2006). For example, if using telnet command on port 21, the target domain will show the welcome message of Pure-FTPd and with the system local time (Pure-FTPd, N.D). With the version detection by Nmap, the version information will list out automatically including the Apache version mentioned above. This kind of welcome message contains version information that crackers can use to detect vulnerabilities in a system, which should encourage organizations to change it before use. 
On the other hand, there is another powerful command is Nmap Scripting Engine (NSE) which can perform a script scan (Nmap, N.D.). It provided the default scripts that could scan for useful information like the HTTP generator of the SSL certificate. For the scanning on loadedwithstuff.co.uk TCP 443 port, it shows that it used Loaded Commerce Community Edition v6.6 as the generator. Beyond reasonable doubt, this web likely used this software as the eCommerce Content Management System (CMS) platform on Softaculous (Softaculous, N.D.). In addition, some of the vulnerabilities can be executed by the shell with the NSE command like ftp-proftpd-backdoor (Mak, N.D.).
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% telnet loadedwithstuff.co.uk 21

Trying 68.66.247.187 ...

Connected to loadedwithstuff.co.uk.

Escape character is '*1'.

220————— Welcome to Pure-FTPd [privsep] [TLS] ————
220-You are user number 1 of 80 allowed.

220-Local time is now 18:38. Server port: 21.

220-This is a private system - No anonymous login

220-IPv6 connections are also welcome on this server.

220 You will be disconnected after 15 minutes of inactivity.
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Starting Neap 7.92 ( https://nmap.org ) at 2021-12-68 €8:24 PST
Nedp scan Teport for 65.66.247.187.static.a2webhosting. con (68.66.247.167)
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Nadp.scan report for LosdeaLthstufe -co-uk (68.66.247.187)
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