Thank you Zihaad for your post. As a supplement to the Web Application Firewall (WAF), the WAF work on two different types of detection, blacklisted or whitelisted.

The blacklist detection works with a list of known attack types. If any HTTP request is blacklisted, the WAF will block the request. The blacklist model therefore works with the approach that every request that is not on the blacklist is accepted. It only detects known generic web application attacks and saves the IP addresses and user accounts (Takahashi et al., 2011). A major problem for blacklist WAF systems are zero days attacks, as the newly discovered security gaps are not anchored in the blacklist and can therefore be exploited until they are implemented in the blacklist.

In contrast to this is the whitelisted WAF model. In this model, the WAF only allows requests that are noted in the whitelist to pass. In addition to a much greater protection against zero days attacks, as well as the lack of known generic web application attacks in the list, the disadvantage here is the effort involved in implementation (Auxilia & Tamilselvan, 2010). Since only whitelisted requests are allowed to pass, every authorized access must be noted in the whitelist. This means a lot of effort for the first implementation of this model of WAF.
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