


A scanning task was performed on an assigned website called “https://loadedwithstuff.co.uk” from South Africa - Johannesburg with basic scanning tools such as traceroute, mtr, dig, nslookup, whois, nmap and telnet. Various results were obtained and analysed as indicated in the screenshots attached. 


tcptraceroute on port 80 was used on an Apple MacBook computer which yielded 13 hops to the destination, this was confirmed by executing an mtr (mytraceroute) which indicated 30% packet loss from hop 2 to hop 3. It was observed that the largest delay was from South Africa to London, with a round trip time (RTT) for a packet increasing from 6.9ms to 179.3ms (hop 7) respectively. The average delay for hop 7 was 179.2ms. This delay is expected as the connectivity average latency is around 140ms if SEACOM cables are used as a transport medium between the two countries (SEACOM, 2021). Name servers translate domain names into IP addresses or vice versa (A2 Hosting, 2021). The name servers (NS) identified were ns1.a2hosting.com, ns2.a2hosting.com, ns3.a2hosting.com and ns4.a2hosting.com; obtained by utilising the dig command. The online whois tool was used to obtain the registered contact details (various contacts at a2hosting.com) as indicated in the screenshots attached. The mail record (mail.loadedwithstuff.co.uk) was identified using nslookup. The website was found to be hosted by A2HOSTING in Amsterdam, Netherlands using the hosting checker online tool (Hosting Checker, 2021).


In addition, nmap was used to determine open ports, with the tools mentioned above it is relatively easy for attackers to fingerprint servers and launch attacks on the protocols identified (McNab, 2017). For example, knowing that port 80 is currently open – one can execute the telnet command and issue a HEAD / HTTP/1.0 request – this reveals that the server is running Apache while nmap reveals a PostgreSQL database installed. No issues were observed in obtaining the above-mentioned results.
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root@ZihaadMac ~ # nslookup -type=mx loadedwithstuff.co.uk 8.8.8.8
Server: 8.8.8.8
Address: 8.8.8.8#53
Non-authoritative answer:

loadedwithstuff.co.uk mail exchanger = @ mail.loadedwithstuff.co.uk.
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root@ZihaadMac ~ # tcptraceroute loadedwithstuff.co.uk

Selected device en@, address 192.168.0.105, port 62628 for outgoing packets
Tracing the path to loadedwithstuff.co.uk (68.66.247.187) on TCP port 8@ (http), 3@ hops max

1 192.168.0.1 1.387 ms 1.218 ms 1.881 ms

2 102-182-211-1.ip.afrihost.joburg (102.182.211.1) 7.545 ms 3.134 ms 3.385 ms

3 lorictopin.net.afrihost.co.za (169.1.1.165) 5.274 ms 4.213 ms 5.456 ms

4 tenaxxr.net.afrihost.co.za (169.1.1.193) 26.285 ms 2.122 ms 1.999 ms

5 169-1-21-91.ip.afrihost.co.za (169.1.21.91) 2.813 ms 3.114 ms 2.774 ms

6 206.249.1.105 4.981 ms 3.331 ms 3.149 ms

7 be2436.ccr2l.lon@2.atlas.cogentco.com (130.117.0.89) 159.378 ms 159.911 ms 161.688 ms

8 be2573.ccr42.1lonl3.atlas.cogentco.com (154.54.62.5) 179.629 ms 179.623 ms 179.438 ms

9 bel2488.ccr42.ams@3.atlas.cogentco.com (130.117.51.42) 167.136 ms 166.417 ms 168.040 ms
10 be2283.rcr21.b038092-0.ams03.atlas.cogentco.com (130.117.51.14) 167.723 ms 167.931 ms 167.769 ms
11 euroaccess-1td.demarc.cogentco.com (149.6.128.82) 180.117 ms 167.124 ms 166.630 ms

12 v402.r2.nll.a2webhosting.com (209.124.94.239) 170.197 ms 167.568 ms 167.395 ms

13 loadedwithstuff.co.uk (68.66.247.187) [open] 167.845 ms 168.963 ms 167.104 ms
root@ZihaadMac ~ #
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2ihaadev000048895 ~ % telnet loadedwithstuff.co.uk 80
Trying 68.66.247.187.
Connected to loadedwithstuff. co. uk.
Escape character is 'A]".

HEAD / HTTP/1.0

HTTP/1.1 301 Moved Permanently
Date: Fri, 03 Dec 2021 21:59:39 GMT

Server: Apache

X-Powered-By: W3 Total Cache/0.9.4.6.4

X-Redirect-By: WordPress

Strict-Transport-Security: max-age=63072000; includeSubDonains
X-Frane-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Upgrade: h2,h2c

Connection: Upgrade, close

Location: https:///

Cache-Control: max-age=30

Expires: Fri, 03 Dec 2021 22:00:09 GMT

Vary: User-Agent

Content-Type: text/html; charset-UTF-8

Connection closed by foreign host.
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WhO.IS 68.66.247.187 (o} Premium

Interested in domain names? Click here to stay u|

68.66.247.187 address profile
Diagnostics

IP Whois

NetRange: 68.66.212.0 - 68.66.255.255
CIDR: 68.66.216.0/21, 68.66.224.0/19, 68.66.212.0/22
NetName: INTERNET-BLK-A2H0S-13
NetHandle: NET-68-66-212-0-1

Parent: NET68 (NET-68-0-0-0-0)
NetType: Direct Allocation

OriginAS: AS55293

Organization: A2 Hosting, Inc. (A2HOS)
RegDate: 2009-09-01

Updated: 2020-01-07

Ref: https://rdap.arin.net/registry/ip/68.66.212.0
OrgName: A2 Hosting, Inc.

OrgId: A2HOS

Address: P.0. Box 2998

City: Ann Arbor

StateProv: MI

PostalCode: 48106

Country: us

RegDate: 2004-03-16

Updated: 2021-10-13

Comment: http://www.a2hosting.com

Ref: https://rdap.arin.net/registry/entity/A2H0S
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OrgTechHandle:
OrgTechName:
0rgTechPhone:
OrgTechEmail:
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OrgTechHandle:
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OrgTechEmail:
OrgTechRef:

OrgTechHandle:
OrgTechName:
0rgTechPhone:
OrgTechEmail:
OrgTechRef:

OrgTechHandle:
OrgTechName:
0rgTechPhone:
OrgTechEmail:
OrgTechRef:

OrgTechHandle:
OrgTechName:
0rgTechPhone:
OrgTechEmail:
OrgTechRef:

OrgAbuseHandle:
OrgAbuseName:
0rgAbusePhone:
OrgAbuseEmail:
OrgAbuseRef:

Premium Domains

MACNI2-ARIN

MacNish, Matthew

+1-734-222-4678

mmacnish@a2hosting.com
https://rdap.arin.net/registry/entity/MACNI2-ARIN

FITEJ4-ARIN

Fite, Joe

+1-734-222-4678

jfite@a2hosting.com
https://rdap.arin.net/registry/entity/FITEJ4-ARIN

CUNDI1-ARIN

Cundiff, David

+1-734-222-4678

dcundiff@a2hosting.com
https://rdap.arin.net/registry/entity/CUNDI1-ARIN

NETW08213-ARIN

Network Operations

+1-734-222-4678

noc@a2hosting.com
https://rdap.arin.net/registry/entity/NETW08213-ARIN

RUBIO60-ARIN

RUBIO-DORSEY, CHASE

+1-410-294-2401

crd1113@gmail.com
https://rdap.arin.net/registry/entity/RUBI060—-ARIN

NETW05169-ARIN

Network Operations

+1-734-222-4678

abuse@a2hosting.com
https://rdap.arin.net/registry/entity/NETW05169-ARIN
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root@ZihaadMac ~ # dig ns loadedwithstuff.co.uk @8.8.8.8

; <<>> DiG 9.10.6 <<>> ns loadedwithstuff.co.uk @8.8.8.8

;3 global options: +cmd

;3 Got answer:

33 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58609

;3 flags: gqr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: @, ADDITIONAL:

53 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 512

53 QUESTION SECTION:
;Loadedwithstuff.co.uk. IN NS

;3 ANSWER SECTION:

loadedwithstuff.co.uk. 21600 IN NS nsl.a2hosting.com.
loadedwithstuff.co.uk. 21600 IN NS ns3.a2hosting.com.
loadedwithstuff.co.uk. 21600 IN NS ns2.a2hosting.com.
loadedwithstuff.co.uk. 21600 IN NS ns4.a2hosting.com.

;5 Query time: 309 msec

;5 SERVER: 8.8.8.8#53(8.8.8.8)

53 WHEN: Sat Dec 04 18:02:49 SAST 2021
53 MSG SIZE rcvd: 135

root@ZihaadMac ~ #
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3] Hosting
g Checker

Find out who is hosting any website

To find out where a website is hosted enter the URL address:

loadedwithstuff.co.uk

Itis hosted by: A2 Hosting, Inc.

WHOIS information: Click here

Organization name: A2 Hosting, Inc

IP address: 68.66.247.187

AS(autonomous system) number and organization: AS55293 A2 Hosting, Inc.
AS name: A2ZHOSTING

Reverse DNS of the IP: 68.66.247.187.static.a2webhosting.com

Visit A2 Hosting

City: Amsterdam

Country: Netherlands
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root@ZihaadMac ~ # cd /usr/local/Cellar/mtr/@.94/sbin
root@ZihaadMac sbin # mtr loadedwithstuff.co.uk -r
Start: 2021-12-04T18:01:38+0200

HOST: ZihaadMac.local Loss% Snt Last Avg Best Wrst StDev
1.1-- dlinkrouter 0.0% 10 1.5 1.7 1.2 3.1 0.6
2.1-- 102-182-211-1.ip.afrihost @.0% 10 2.9 35 2.9 5.6 0.8
3.1-- lorictopin.net.afrihost.c 30.0% 10 6.5 7.8 3.6 14.2 4.0
4.1-- tenaxxr.net.afrihost.co.z 0.0% 10 2.5 6.1 2.3 34.2 10.0
5.1-- 169-1-21-91.ip.afrihost.c 0.0% 10 2.8 6.3 2.5 36.1 10.5
6.1-- 206.249.1.105 0.0% 10 6.9 4.9 2.8 14.7 3.8
7.1-- be2489.ccr22.1on@l.atlas. 0.0% 10 179.3 179.2 179.0 179.5 0.1
8.1-- be2869.ccr42.1lonl3.atlas. 0.0% 10 160.5 160.4 160.0 161.2 0.4
9.1-- bel2488.ccr42.ams@3.atlas 0.0% 10 166.1 168.9 166.1 190.1 7.5

10.1-- be2283.rcr21.b038092-0.am 0.0% 10 167.6 167.7 167.2 168.4 0.4
11.1-- euroaccess-ltd.demarc.cog 0.0% 10 166.6 169.0 166.6 185.9 6.0
12.1-- v402.r2.nll.a2webhosting. 0.0% 10 168.3 174.7 167.6 231.1 19.8
13.1-- loadedwithstuff.co.uk 0.0% 10 168.3 168.7 167.2 178.2 3.3

root@Z1haadMac sb1n #
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Nmap scan report for 68.66.247.187.static.a2webhosting.com (68.66.247.187)
Host is up (3.1s latency).

Not shown: 985 closed tcp ports (conn-refused)
PORT  STATE  SERVICE

21/tcp open  ftp

25/tcp  open  smtp

53/tcp open  domain

80/tcp open  http

110/tcp open  pop3

143/tcp open  imap

443/tcp open  https

465/tcp open  smtps

587/tcp open  submission

993/tcp open  imaps

995/tcp open  pop3s

2525/tcp open  ms-v-worlds

3306/tcp open  mysql

3389/tcp filtered ms-wbt-server

5432/tcp open  postgresql

Nmap done: 1 IP address (1 host up) scanned in 916.89 seconds





