


Hi Zihaad, you have several valid points with regards to security that can be implemented at a healthcare facility.
 
Healthcare facilities work with patients’ personal information daily and many of these records are stored in files that contains the patient’s history from the day they signed up with there doctor. Securing this information at the facility is vitally important. The data should not be accessible by anyone that does not have the correct clearance. Patient data should be behind locked doors that would require a form of security such as biometrics (Meaghan Kelly, 2018) to access it.
 
With reconnaissance, attackers look for information. An example would be a clean desk. Medical facilities should look at implementing policies such as “clean-desk” policy if they do not have it in place. This ensures that patient files, prescriptions or any other sensitive information is not left lying around. Information that is lying around, can easily be stolen by someone standing at the front desk (Elliot Bolland, 2021).
 
Other forms of attack can be in the form of an attacker pretending to be a contractor to come and carry out maintenance. Personally, I have experienced this. The IT manager comes to the desk and says, “Person X is here to do the following job, please let them in”. The front desk person then provided me with a spare access card that had access to many sections of the hospital and this bypasses all security in place as the attacker has unrestricted access and can do anything from plugging in a USB device to capture keystrokes, or when a person leaves their desk, download malware so that later they have a backdoor into the systems.
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