


Technology in general is a world of its own that will never stand still, so too are security technologies continuously evolving. Two security technologies namely packet filtering firewalls as well as Web Application Firewalls (WAF’s) were discussed in an Initial Post by the writer. Packet filtering firewalls are still being used in organisations today and in some cases tightly integrated with network devices (Melanson, 2014), despite its inability to store state information or inspect the payload of a packet (Andress, 2014). WAF’s also play a vital role in protecting organisations publicly accessible assets, a view agreed by Callaghan (2021), Mundy (2021) and Onyeemeosi (2021).


Clincy and Shahriar (2018) suggests that the benefits of WAF’s certainly outweigh the disadvantages, making WAF’s paramount in protecting internet facing applications of the 21st century. Gieger (2021) highlights the importance of WAF’s and their types of detection i.e., blacklist and whitelist as well as contrasting each of them, a perspective the writer appreciates and agrees with.


In contrast, Chan (2021) mentions that WAF’s cannot offer protection to all layer 7 type attacks referencing the use case of blind-SQL injection. According to Dhiraj (2019) blind-SQL injection attacks can bypass a WAF’s regular expression, a viewpoint the writer agrees with. This is supported by Dorai and Kannan (2011) who believe that writing secure code is one way of preventing SQL injection attacks.


Biljon (2021) recommends that access to WAF’s should be integrated with Active Directory Federation Services (ADFS) as well as Multifactor Authentication (MFA) making it difficult for attackers to brute force, an excellent suggestion the writer agrees with. Furthermore, organisations should strive to implement these integrations in an automated way sooner rather than later.


Implementing security technologies in organisations has become imperative to protect network and information assets. A holistic approach should be considered when implementing security technologies which include mandatory security training and awareness i.e., a branch of the human factor in cybersecurity.
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